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Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor @tépt responsibility for
errors or omissions. Updates to this document can be downloaded from
https://www.audiocodes.com/library/technicatlocuments

This document is subject to chamwithout notice.
Date Published: Augu1-2022

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of with
unsorted waste. Please contact your local recycling authority for disposal qirtddsct.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for AudioCodes
products and for contact information, pleaseitiour website at
https://www.audiocodes.com/servicesupport/maintenanceand-support

Stay in the Loop with AudioCodes
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Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.

Microsoft has rebranded Lync as Skype for Business and therefore, whenever the term Skype for
Business appeatrs in this document, it also applies to Lync Server 2013

Related Docurantation

Document Name

Fax Server Installation Guide
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Document Revision Record

LTRT

28867

28868

28869
28915

28916

28917
28918

A

Description
Updated: Configuring Administrator Settings; LDAP Settings

Added: Generic SIP Support

A
A
A

A

Updated to Software Update 2.5.100
Fax Softwar&Jpgrade section added
Added: Changing the Fax Engine Log level

Typo fixed for: Application =\®rogram Files (x88fommetreXotf\bin\faxserverc 4-p
9435-f 5-0 mulawca mulaw"

Updated Section: Modifying General Settings;

A

Added Section: ACD Reports and Records

Focus Fax Server support

A
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Added OVOC tab
Added New License Mechanism
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Software Revision Record

The following table lists the software versions released in Version 2.5.

Tablel: Software Revision Record

Software Version Date
25.0 Jun 2016
2.5.6 Dec 2016
257 Jun 2017
259 Oct 2017
2511 Feb 2018
25.12 May 2018
2.5.13 May 2018
25.14 May 2018
2.5.100 Oct 2018
2.5.102 Jan 2019
2.5.103 Feb 2019
2.6.009 Oct 2019
2.6.011 Nov 2019
2.6.012 Dec 2019
2.6.020 Dec 2019
2.6.100 Jan 2020
2.6.101 May 2020
2.6.102 Jun 2020
2.6.103 Jul 2020
2.6.104 Nov 2020
2.6.105 Jan 2021
2.6.106 Feb 2021
2.6.110 Sep 2021
2.6.134 Jul 2022

The latest software versions can be downloaded fiwgre. (Unzipthe downloadedfile to
@ a temporary directory).

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have amyerds
(suggestions or errors) regarding this document, please fill out the Documentation Feedback form
on our website ahttps://online.audiocodes.com/documentaticfeedback
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1

1.1

LYONRRdzZOAY 3 | dzZRA2/ 2RS&aQ

Microsoft has rebranded Lync and Skype for Business as Microsoft Teams so whene
term Lync or Skype for Business appears in dbisument, it also applies to Microso
Teams.

Fax Server

AudioCodes' Fax Server (Fax to Mail and Mail to Fax) application is a powerful and flexible software
application used to manage inbound fax calls and outbound -toddx calls,delivering them
efficiently to their correct destination.

l'a LI NI 2F ! dZRA2/ 2RSaQ hyS +2A0S8S FT2NJ aAONRaz2¥i
F LILX AOFGA2Y OFly 06S RSLX 28SR 2y ! dzRA2/ 2RSaQ aSRAI
(SBAS) in brarh offices of distributed enterprises.

&4 F LJzNB a2Fd6+FNB | LILX AOlLGA2y S ! dzZRA2/ 2RS&4Q CI E

For enterprises with multiple branch offices, the application can be deployed per local branch, or as
a centralized aplcation in the datacenter that serves all remote branches.

In a Microsoft Teams deployment, the AudioCodes Microsoft Teams Direct Routing SBBQDR
includes the capability to detect fax tones on inbound faxes.

Features and Benefits
Features and beneftof the Fax Server application are as follows:

A Support for corporate fax, a dedicated fax number for specific users, and a combined
voice/fax mailbox.

A Support of corporate mail to fax services.

A Alwaysavailable service, 24/7/365.

A Reliable, no fax machiné | A yiaSyt y{)S N\I:S Ij glz)\ NERX yg Y 2 NJ§ Wh gz[] B
Wt I LISNI WFHYQ 2N WCIFES&a DSuUuUAy3 [2a0Q Yy20AFAOI 42

A Convenient and easy to use maitfax services.

A Go Green: Eliminates massive paper consumption and annoying piles of spam faxes.

A Savings on D lines: One DID per user for both voice and fax calls.

A 1 @rAfroftS 2y 1 dzRA2/ 2RSaQ aSRALYyd ynn. FyR aSR}

A Faxis received as email with PDF attachments and can be viewed on PCs and smartphones
and printed, archived, and forwarded tdhers.

A Incoming faxes can be routed to one or multiple destinations.

A Automatic Fax Detection supporting T.38 and T.30 fax protocols.

A Email is sent to fax destination with attachments if required, and the user receives an email
notification of the Send opetion.

A Easyto-use web interface for managing system service.

A 9lae (2 &SG dzady LYyGS3INIGSa 6AGK GKS Sy i SNLINK A
mail server (SMTP).

A Scalable from a few fax ports to dozens of fax ports.
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1.2

About this Guide

This gui@ provides administrators instructions on how to manage AudioCodes' Fax Server using
AudioCodes' Application Web Administration, a wWidsed management interface that enables
system administration, user management, viewing system online status, produdcshoridal
reports, and other functionalities. The guide also shows how to set up the AudioCodes Gateway fax
detection and fax reroute mechanisms.

Fax Server is licensed using AudioCodes license key. This guide presents both se
yoursystem is licensed with a partial license, some features or services will be unave
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1.3  Call Flow Descriptions

The procedure below describes the call flow for incoming and outgoing faxes.

1.3.1  Incoming Fax2Mail Flow with Fax Detection

The figure below showshe typical call flow for an incoming fax call to an enterprise. In this
configuration, the call is sent to the Microsoft Skype for Business user management, viewing system
online status, producing historical reports, and other functionalities. If iféx @all, the call is routed

to the Fax server.

Figurel: Call Flow Incoming Fax2Mail with Fax Detection

Exchange/ Active  Skype
| Office365 Directory

Enterprise IP
Network

Thetable below describes the call flow for an incoming Fax2Mail with Fax Detection.
Table2: Call Flow Incoming Fax2Mail with Fax Detection Description
Step # Description
1 The incoming Fax Call from PSTN to the AudioCBdé&mswvay (T.38 or G.711).
2 The call is routed to the Skype for Business server. The Skype for Business user answers

3 Gateway Fax Detection monitors the call. If the fax call is detected, the caliastesl to the
Fax server (T.38).

The Fax server terminates the fax call.
The Fax2Mail service finds the destination user email in the company Active Directory (LD.

The Fax server sends an email with a PDF attachment to the mail server (SMTP).

N o o1 b~

The user receives a fax messag®liarosoft Outlook.
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2

2.1

Introducing the Application Web Administration

The Application Web Administration makes setting up and managing the Fax Server simple. Use the
tool to change your administrator password, load a new license, view server alarm artk$og f
manage users, configure other system configuration parameters, and more.

The Application Web Administration is a secured Web client that runs on any standard Web browser,
such as Internet Explorer, Firefox or Chrome. Naipsgallation is necessatp use it.

To access it, you must be an authorized system administrator.
The tool provides three major functionalities:

A Configuration Firsttime configuration such as license and security. Used by the system
administrator during firstime configuration.

A Management Enables the system administrator to manage the services functionality, settings
and more.

A Status and Diagnostic€nables the system administrator to view system logs and status.

Accessing the Application Web Administration
Thissection describes how to access the Application Web Administration tool.

To access the Application Web Administration tool:

1. Open port8090to enable system management.

2. Inyour browser, browse to the URL of the Application Web Administration,|.g.,
address>:8090/-OR http://10.1.10.11:8090

installed on the same server.

The tool uses HTML5. Browsers without HTML5 support are able to use all the
features.

A Set the gateway tsupport T.38 on the Fax Server side.

® A The tool uses poB090when the standard por80is used by another application

>

Figure2: Application Web Administration Login

Welcome to the

Application Web Administration

Username: |

Password:

3. Enter your Username and Password (defaulidimin and Admin) and click_ogirn the login
information is verified, and the application is launched; ¥Welcome toApplication Web
Administration (home)pageis displayed.

® For security reasons it's advisable to modify the password aftettiimgt login.
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Figure3: Application Home Page

OC audiocodes Application Web Administration (@, Hone (@ Restat (@0 @it Admin

Status
Configuration | Management 3RS e

-
Wels To Avplication Web Admmin

General Alarms

)
=8l security Settings - Fax In General

& License
ol | Network Settings
0 Fax Backup Sent Mails

Services Stalus

Faxes in Progress

Fax Server

System

Fax Out FaxLicense

Mails in Progress Version

2.2  Getting Acquainted with Application Web Administration

The Application Web Administration interface includes:

A Toolbar(providing commonly used command buttons)

A Navigation pangcomprising the Navigation Bar and Navigation Tree)

A Configuration pangin which the configuration is displayed and modified)
221 Toolbar

The toolbar displays the following buttons:

Table3: Description of Toolbar Buttons

Button Descrption
Home bl A3 iSa G2 GKS ! LILX AOFGAZ2Y 2S06 ! RYAY
Restart Restarts the system services
Help Displays online contexgensitive Help topics
Log Off Enables you to log off the Web Admin client

2.2.2  Navigation Bar

TheNavigation Bar tabs enables quick access to Navigation Tree options:
Table4: Navigation Bar Tabs
Tab Description

Configuration Enables you to view and change Application configuration settings
(seeSection3 Configuring the Applicatiqgron page8).

Management Enables you to manage Application users, Automatic Call Distribution, and spe:
settings (se&ectiond Managing the Applicatigron page24).

Status & Diagnostics Enables you to view current Application system status and archived system log
(seeSections Diagnosing Application and Determining Statuspage36).
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2.2.3 Home Page

General tab
S5AaLX F@SR FFGSNIE23Ays GKS 12YS t I 3SQaighs8y SNI f
above.
Table5: Home Page
Item Description

Fax In

t NPOSaaAy3a ¢KS ydzYoSNI 2F YSaal3asSa o6wWyQou GKFG | NE

message(s)

Mails Sent Successfull The number of mails successfully sent. Click this line to show a list of mails, includ
these details: Time sent, from which phone ruen, to which email address.
To display a detailed Received Faxes screen, click one of the lines.

Failed Messages The number of mails that failed to be sent. Click this line to show a list of failed ma
including these details: Time sent, framiich phone number, to which-mail address.
To display a detailed Received Mails screen, click one of the lines.

Fax Out
Messages in progress = The number of Fax out currently in progress.

Faxes Sent successful The number of faxesuccessfully sent. Click this line to show a list of faxes, includin
these details: Time sent, from which phone number, to whiehagl address.
To display a detailed Received Faxes screen, click one of the lines.

Failed Messages The number of faxes thdailed to be sent. Click this line to show a list of failed faxes
including these details: Time sent, from which phone number, to whictaié address.
To display a detailed Received Faxes screen, click one of the lines.

General

Services Status Displays the status of all services: Fax Engine, Fax Server, Email Service, System
Watchdog, and Simple Mail Transfer Protocol (SMTP).

Fax Server Displays additional information about the Fax Server: The number of faxes receive
since last starup and tie maximum number of fax ports handled by this system.

System Displays additional system information: IP address, server name, and free disk spe
C: drive.

Fax License Displays fax license information: Number of days left to license expiration, the
expiration date, and the maximum number of fax ports.

Version Displays system version information: System versiemad service version, and the

system watchdog version.

Total session duration | Displays the Total session duration
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Alarms tab

’

¢KS 12YS t138Qa 'fI Nxya (I 6 RAA&LIVOE A
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Z
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‘@Caudiocodes - Application Web Admini ;..;.;..(@Hnme >‘@w==«an @ e Admin
e —

ication.Web,
M [ [Siatus
2 Disgnosti
L )
General

Super Admin

- Name Severity Description Source Time
& 2 security Settings

L icense

B Network Sett acGaCompPcGenalarm  Minor GeneralCounter performance counter Memory/% Available Mbytes is  Fax\Fax_WIN-3S2FH4SGAGF/Memory/% Jul 31 2022,
etwork Settings !
Fax Backup Below threshold 20 Available Mbytes 12:45:59
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3

3.1

311

Configuring the Application

The navigation tree under th@onfigurationtab lets you to easily manage Application issues such as
licensing and administrator security.

Configuring Administrator Settings

The Administrator Settingsavigation tree lets you change the administrator password and create
other administrators with customize permissions.

For security reasons, it's advisable to change the default password. Write down the
password and keep in a safe place. It's nagible to restore a forgotten password.

The default Username and Password Aemin and Admin.

To change administrator password:

1. Click theConfigurationtab in the navigation pane and und8ecurity Settingsclick
Administrator Password

Figure4: Administrator Password

Change Password

Web Admin Password

Current Password H

New Password

Re-type New Password

Note: Password maximum length = 19

In the 'Current Password' field, enter your current password.
In the 'New Passwordield, enter the new password. Then-eamter the new password in the

gwSideLlS bsSg tlaa62NRQ TASERD
4.  ClickSubmit
Password Rule

The administrator password must be betwee2® characters and should contain at least:

A one lowercase letter
A one upper case letter
A one digit

A one special character
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3.1.2 Managing Administrators

The system supports multiple 'stl@imin’ users, each ith their own permissions. This way, the
super Administrator can assign administrative tasks to various people and limit their access to only
the tasks they need to perform.

The system supports the following permission rights options:

A Nonec Cannot accesspecific settings pages
A View Onlyg Can view page settings but cannot change them
A View & Write¢ Can view and change specific page settings

To display Administrators defined in the system:

1. Inthe Navigation pane, cligkonfigurationand then under theSecuity Settingsroot node,
clickAdministrators The following screen is displayed:

Figureb: System Administrators Screen

System Administrators

Add new administrator

Name

Admin Ei

]

ViewAdmin ViewAdmin@domain.com E

2. The page displays all the administrators that are defined in the system with the
FRYAYA&GNF (2ddescripiod SNy YS +y

3. Click theEditbutton to edit specific administrator settings.
Click theDeletebutton to delete the specific administrator.
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To create a new Administrator:
1. Inthe Navigation pane, cligkdd new administrator the following screen is displage

Figure6: Administrator Security Settings

Administrator

Name YiewAdmin

Email ViewAdmin@domain.com

Change Password

Permissions

Select 'Mone’ for all menus.
# Select 'View Only' for all menus.

Select "View & Write' for all menus.

Menu Options

Security Settings

Administrator Password Mone (@ View only View & Write
License

License Information Mone (& View only

License Activation Mone (& View only View & Write

Network Settings

SMTP Settings Mone (& View only View & Write
LDAP Settings Mone (@ View only WView & Write
FAX Backup
Backup System Mone (@ View only WView & Write
Rectnre Swetem Mane (@ Wiew nnle Wiew f Write

In the 'Name' field, enter the Administrator username.
In the 'Description’ field, enter the Administrator description.

In the 'New Passwordield, enter theAdministrator password. Then-enter the password in
the 'Retype New Password' field.

5. Set the desired permission (None, View Only or View & Write) per operation.

You can use the one of the three radio buttons in the Permission section to setgutiatis
with initial same permissions.

6. Click theSubmitbutton.

hyte GKS {2adSY ' RYAYA&AOGUNrG2NJ 6. & (@K
administrators.
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32 9ylofAy3d GKS {SNBSNNna [ AOSyas

When the Fax server applicatiorsispplied preinstalled on the AudioCodes Gateway, the Fax server
license is already activated.

2 KSy GKS CIE &ASNIWSNI I LILX AOFGAZ2Y A& AyaidlttSR 2y
only after the application is installed. To obtain a permanenk OSy aSs dzaS GKS | dzRA
activation pageg this automatic page helps you generate the permanent license based on your
purchase.

Before you access the SW activation page do the following:

1. {8t 800 GKS W/ 2yTAIdNI (A28 (KEZ WWRAOSFTASES COE Wi
screen:

i Application Web Administration (i, Home @) restart @, Helo &~ Log oft Admin
audiocodes @ 8

— S License Fax Activation
‘Cnr\ﬂguvamnl Management | 3'RiC e

License Fax Activation

Super Admin
Bl security Settings
=8 icense
se Fax Information

Serial Number:  0da5806331462010f7976f151a1dfa126feb623

Hasp ID: 433440151712

License Content

pcvae

2. /2L GKS W{SNALIf bdzyoSNI I y& 20dBt I 'yY{SS R 50 23 (LINRY G
information on SW activation page.

3. Make sure that you have the SO#, PO# and Product Key as well.

Access the SW activati page from any computer at
https://www.audiocodes.com/swactivatiorand follow the instructions on this page.

5. ' FGSN) @82dz NBOSA @S G(GKS fA0OSyasS oe Svdtiefs | 00Saz
AO0NAY3 G2 GKS U[ AOSACABATE2Yy iSyiQ LI yS FyR LINBa&:

6. Restart the Fax server; the license is activated.

The Fax server application is activated with a temporary license for a period of 90 d:

@ two fax ports immediately after thenstallation. The temporary license can be activa
only once and it useful for evaluation purposes or for using the system until the perm:
license is activated.

Should you encounter any issue activating the new license, send an emec
SPS License@audiocodes.cant specify all the requested details (from steps 2 &
within this email.

-11-
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3.3  Setting the Neevia License
After activating the Fax server license, you need to set the Neevia license tyanual

To set the Neevia license manually:
1. Obtain the key from the FAX License Information screen:

Figure7: FAX License InformatiogGetting the Key

e | 192.168.10.30:8090/AudioCodes.php o 2 % (

Helpdesk 4 Internal Orders & Hilan {f} 10bis 2 Yahav oo Mizrahi ) Facebook & xnoww € JRA @ Find-iPhor

Application Web Administration @ Home @ Restart @ Help @ Log off Admin

- Fax Inf
%
License Fax Information
Q|
‘ License Intormation 5
Name Value Description
Serial Number c5bb48f1b1b6b98946d45b98949d02bc84894d74  Local
Product Key AUDC_NA
PO Number Lab
SO Number Lab
Expiration Date Jan 1, 2038
Days Left 5637 15 years S months and S days
License Type expiration
Version 1
Max Fax In Users 4444
Max Fax In Ports 2
Max Fax Out Ports 2
Max Fax Out Users 4444
Server License 1
Fax Converter Iicen Audiocodes

2. Open the Neevia Document Converter Pro, and then Elelp> About.
3. ClickRegister

Figure 8: Neevia Document Converter Pro - Register

4i+ Neevia Document Converter Pro - Service Config - O X

Converter View Settings Help

i[s][C]

ALan s uon
Register Meevia Document Converter Pro n
LUser Name: || |

Company Mame: | |

Serial Mumber: | |

Started Time: £:37:28 PM

-12-
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4. Define the Register parameters. Use the table below as reference.
Table6: Neevia Document Converter PrdRegister
Parameter Description
User Name AudioCodes
Company Name The company
Serial Number Copy from the web page
5. When donec the screen is licensed as follows:
Converter View Settings Help
LI 0¥ @@
About Document Converter Pro n
Neevia Document Converter Pro v7.1 build 105
http://neevia.com/dcpro [z:l
© 1999-2020 Neevia Technology. All rights reserved
This product s icensed to: AudioCodes
Warning: This computer program is protected by copyright law
and international treaties. Unauthorized reproduction or
distribution of this program, or any portion of it, may result in
severe civil and criminal penalties,
—'\, Main log ﬂ Error log |
77L7L757575‘7.57\ 1 3 ‘75 s ‘»—
glolelsi=l=] 1 1 111111
6. Restart the 'Fax Converter' service dBthail To Fax' service.
Figure9: Restarting 'Fax Converter' and 'Email To Fax' Services
' OC audiocodes Application Web Administration () fens (@ Restart (@ Mol @iget  Admin
ICumigurs‘mn [Managemem [%m} S
Service Status Up Time Handles | Threads Private Memory/Working Set wersion
D Fax In Running (&) & 00:19:16 544 1 91.17 MB/54.87 KB 2.2.2.6
;‘:‘Isms Fax Qut Running &) & 00:19:22 638 11 65.42 MB/27.79 KB 2.2.26
Bﬂsg‘;’::;‘aﬁs System Watchdog Running ¢ 00:19:20 655 13 54.99 MB/16.98 KB 2.22.6
= EHuser Manuois Fax Server Running () & 00:16:54 576 16 17.41 MB/6.26 KB 2.6.124
Fax Engine Running @ @ 00:19:22 197 6 3.19 MB/2.46 KB
Fax Converter Running () & 00:19:20 143 5 3.40 MB/1.70 KB 7.1
Mail Server Running (& & 00:19:22 451 71 15.79 MB/6.81 KB 1.0
QVOC Alarms Agent Running @ @ 00:16:02 701 15 54.21 MB/27.51 KB 3.0.12.51854
QVOC Main Agent Running 0 @ 00:15:51 528 15 78.99 MB/39.97 KB 3.0.13.51885
Fax Alarms Manager Running 0 @ 00:15:53 430 11 47.40 MB/22.46 KB 2.6.201.51139
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3.4  Configuring Network Settings

This section describes how to configure SMTP and Lightweight Directory Access Protocol (LDAP), an
application potocol for accessing and maintaining distributed directory information services over
an IP network.

3.4.1 Configuring SMTP Settings

The Fax Server uses standard SMTP to send fax emails to users. To allow the Fax Server to send emails
and to allow the mail serw¢ G2 NBOSA PGS AyO2YAy3 SYIFAf FNBY GKS
server SMTP address must be defined in both directions.

This section describes how to configure SMTP settings in both directionrto(Mil and Maitto-
Fax) so SMTP authenticatioreisabled.

3.4.1.1 Faxto-Mail Settings

This section describes how to configure SMTRt&aail settings.

To configure SMTP settings for FaxMail:
1. Access the SMTP Settings pa@erifiguration>Network Settings>SMTP Settings
FigurelO: SMTP Settings

SMTP Settings

Server IP 10.1.1.60

Port 25

Ly GKS W{SNBSNILtQ FAStRZI SYyGdSNI GKS Sy i SNLINAAaS

InthePort¥ A St RX SYyGSNJ 6KS {a¢tQa LR2NI ydzyo SNI o6 dza dzt

¢2 dz&aS RSTFlL dzZ & ONBRSYidAlfasz OKSOl G(KS W, aS 5857

Toenabld { [ £ OKSO|l G(KS woyloftsS {{[Q 062E®

If a secured SMTP connection is required, enter the SMTP username and password in the

W AaSNI blFYSQ YR Wtlaag2NRQ FASEt RaA®

7. LYy GKS WwSONEB /2dzyiQ FASEtRZ SyidSNI GKS ydzyo SNJ z
e-mails.

8. Iy GKS WwS{iNER ¢AYS2dziQ FASEtRI SyidiSN) Gab GAVYS2dz

The retry mechanism is specified in seconds. The default is 30 seconds.

o 0 A~ DN
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Fax Server

9. Totest the SMTP settings, click therelink; the SMTP Tester page opens.

Figurell: SMTP Tester

SMTP Tester

Mail Server:
From Address:
From Name:
To Address:

Subject:

Message:

A

(" send E-Mail )

10. Configure the eamail information and clicend Email. Make sure the enail was received.

-15-
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3.4.1.2 Mail-to-Fax Settings

This section describes how to configure SMTP -kMaHax settings. After a regular setup, no
additional canfiguration is required. Additional configuration is only required to perform specific
tasks, such as to change the fax domain or configure SMTP sdeee8/4.1.3/ KI y3IAy 3 (KS
{ SNIBSNJ 52 Y| A,grpagel®NR dz3 K D! L

To configire SMTP settings for Matb-Fax to perform SMTP authentication:

1. First access the Fax Server via remote desktop, and then access the hMailStmerAll
Programs>hMailServej.

PressConnect(no password is needed)
In the hMailServer Administratorimdow that opens, clicettings>Advanced> IP ranges >

Internet.
Figurel2: hMailServer Administrator
l‘ hMailServer Administrator - [localhost] [_ (O] x|
File  Help
. Welcome |Internet |
B Status
—I-4¥ Domains General
-1 = far.comlocal
= Accounts MName Friarity
B audiocodes@fax. com.local Ilntemet |1U
2 Exchange@fax.com local L P u P
Aliazes Qwer PREr
Distribution lists Joo0o | 255, 255, 255, 255
Fules
=%, Seftingz I Expires
+- 3¢ Protocols
- 2001-01-01 00:00:00 M
8 Anti-spam I _I
WL Anti-virus Allow connections Other
Logging
-8, Advanced ¥ SMTF v Anti-zpam
= Auto-banﬂ ¥ POP3 V' Antivius
S5L certificates
- IF Ranges v IMap
T My computer
P |nternet Allow deliveries from Req SMTFP auth
Incaming relays
Lo Mirar g ey V' Local to local e-mail addresses IV Local to local e-mail addresses
B Perfomance ¥ Local to external e-mail addresses ¥ Local to extemal e-mail addresses
+ — g::i\;;messages ¥ Extemal to local e-mail addresses ¥ Extemal to local e-mail addresses
+ TCPAP ports [V Extemal to estemal e-mail addresses [V Esternal ta extemal e-mail addresses
- Utiliies
Help | Save

_sm |
Ezit |

4. Check theexternal to local email addresse®ption under Require SMTP authentication.
5. ClickSave
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3. Configuring the Application Fax Server
6. Inthe tree pane, clickomains>Accounts and then select th&eneraltab.
Figurel3: hMailServer Administrator Domains>Accounts >Generaltab
l‘ hMailServer Administrator - [localhost] H=1E3
File  Help
i ‘Welcome |Exchange@fax.cum.lucal |
& Status
=4 Domaing General |Aut0-repl}l| Forwardingl Signature | External accountsl Rulez I Active Directory | Advanced
== fax.com.local
= Accounts Address
B audiocodes@iax com. local |Exchange @ |fax.c:om.local
2 Exchange(@fax.com local
Aliases Pazzword
Distribution lists Ixm1
Rules
- Seftings Size [ME] Maximum size [MEB]
+ 5% Protocols ID.D1 0
-8 Anti-spam
0L Antivvinus Adrninistration level
Logging IUser j
-9, Advanced
® sutoban Last logon time
S5L certificates |D4.-"l35.-"2l]1 415:08:50
- IF Ranges
™7 by computer ¥ Enabled
T Intermet
Incoming relays
7 Mimar
| Perfomance
+ Server messages
= Scripts
+ TCRAP ports
+ - Utilties
Help | Save

Exit

i

7. Inthe'Address' field G SNJ G KS | 002 dzy (
Ly GKA& ExehangdeJ S A G Qa

8. Inthe 'Password' field, enter the password to assign to this account.

9. ClickSave

Qa -tg-Fax ®er.l 2

F4&A3y

Notify your user that when using the FexMail application, they mustusié¢ K A a |

name and password to send M#il-Fax.
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3413 / KFy3aAy3d GKS WalAf {SNIBSNI52YFAYyQ

¢ KNER dz3
¢2 OKFIy3aS (GKS Wal At {SNBSNI52YIFAYyQ (GKNRdJdzZZK D! L
1. 2 OKIy3S (GKS RSTldA & WwalAf {SNBSNIS52YIAYyQ 608
andf 232y gAGK GKS &dzZLJSNJ dzaSNJ W! RYAYYPSEGNI ¢gQY
Welcome to the

Application Web Administration

Username: IAdmin_extra_

Password:

Login

‘@ ¢CKS LI aag2NR A& ARSY(GAOIt G2 !'RYAYQa&

2. Access the Fax Out Settings pagaragement> System Settings Fax Out Settings
FAYR GKS FIE R2YIAyQ&a O2y FTAIdzNlke:f S LI NI YSGSNI K
QX audiocodes Application Web Administration @ Home @ Restart @ Help (@) Log o

-
Fa
Configuration [W g[gtilgznosﬁcs

Fax Qut Settings

Super Admin (LYME)(SIP Interface) Mail Server Domain fax.server
B@S stem Settin
Y ) Scanned Images Refine
General Settings L B
[Uladvanced se gs /,a’ Enable Images Refine Methed [+
= -

=Tax Ln >ettind
DFax Qut Settings

frmy el

Fax Out

/ | Clean text background of image and remove LT

Enable Automatic Rotate From Landscape To Portrait [

I auto attendant Add Cover Page vl
IjJ¢~ut0rr1atic Call Distribution | | [ [T N
8 51p Tnterface Max Fax Recipients 10
@Import Tttt/ T a
Send Email Confirmation [w]

Email Subject

Success Send fax result

Failed to send fax
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3.4.2 Configuring LDAP Settings

¢KS CIE {SNBSN) dasa GKS SyGiSNIINRasQa ! OGABS 5ANE
FFE® ¢KS CIE {SNIWSNJ |jdzSNASa G(KS SyGiSNIINARAaASQa ! O
Fax service triestdfy R (G KS dzaSNDRa SYIFAf | RRNBaa Ay GKS Syié

number.

® The Fax Server first tries to find the user's email in the Fax Server predefined tab
Table9). If no match is found, it tries to search for a match in the Active Directory.

Before you start configuring LDAP settings, make sure you have an LDAP user acco
® read permission having access to allnsse the enterprise. Make sure the LDAP user u
has a fixed password that does not occasionally change.

® If the Fax Server is unable to query the Active Directory, incoming faxes may not reac
destination.

To configure LDAP settings:
1. Access the LDAP Settings pager(figuration>Network Settings> LDAP Settings
Figurel4: LDAP Settings

LDAP Settings
LDAP Settings
A‘_:I:iy_e_ Enable W
General | Fax In | Fax Out
LDAP bind has succeeded (&)
LDAP Address |daps:/hocoooooosd. corp.audiocodes. com
Port 636
Password
User (bind DN) 4100 3]
Base DN (Search base) DC=corp,DC=audiocodes, DC=com
Browse LDAP
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2. Configure the parameters using the descriptions in the table below as a reference, and then

clickSubmit
Table7: LDAP Settings
Parameter Description
Active From the dropdown menu selecEnable
Enable Fax In From the dropdown menu selecEnableto allow LDAP to search for users for the
Fax In operation.
Enable Fax Out From the dropdown menu selecEnableto allow LADAP to search for users for tl
Fax Out operation.
Company Phone The company's default fax number that is assigned fotQrsoperations.
Number
LDAP Address Defines the IP address or URL of the LDAP server.

For LDAPS use Idaps://<ip address>, (e.g., Idaps://10.1.1.11)

Port Defines the LDAP service port. The default is 389.
For LDAPS use the default port 636
To search in th&lobal Catalog, use the following ports:
3268, and 3269 for LDAPS.

Password Defines the password of the search requester.
User (bind DN) Defines the username used for the LDAP search request.
Base DN (Search base Defines the start access point on theti@e directory tree structure.

3. Totest LDAP connectivity and to test that you configured LDAP search settings correctly, click
Test LDAPenter the user number, and confirm that the fax finds the user.

4. To browse the LDAP, cliBkowse LDAP

>

Anonymous
Simple
Secure LDAP (LDAPS)

™ >

‘ @ Theapplication supports the following LDAP connectivity modes:

To configure LDAP Fax in Filter Mapping:

1. Configure LDAP Filter Mapping parameters using the descriptions in the table below as
reference.

Table8: LDAP Filter Mapping
Parameter Description

Search number in fields Defines in which field to look for the number of the fax recipient (usually
configured totelephonenumbel)

Display Name Defines the field that contains the name of the fax recipient (usually configure
displaynamg
Email Address Defines the fax recifiy t Q& SYF Af F RRNEB @ail) o dza dz-
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3.4.3 Configuring OVOC Settings

The following procedure describes how to configure SNid&ed communication between the Fax
server and AudioCodes One Voice Operations Center (OVOC).

To configure OVOC Settings:
1. Access the OVOC SettinGofiguration> Network Settings>OVOC Settings

OVOC Settings
OVOC Connection OVOC Managed Components
IP Address * 10.21.8.37 [JsBeC
Trap Port * 162
System Info Settings

Keep Alive Port * 1161

System Name * Fax8213

Location

0OVOC SNMP
r
@ SNMP v2 () SNMP v3

. Access Settings
Community Read * public

Login URL
Community Write * private

Under IP Address, enter the OVOC FQDN or IP.
Under Trap port, enter the SNMP port to use to send Traps.
Under Keep Alive port, enter the SNMP port to use to send keep aliveagess

Under the system info settings group, in the 'System Name' and 'Location'’ fields, enter the
system name and physical location respectively.

6. I YRSNI[23AYy [ w[Z SyGiSNIdGKS jw[ 2F GKS CI E &SN
UKS ClIE aBmMB8XRa 2S06 7
7. Under the SNMP group, do the following:
a. Select SNMPv2 or SNMPv3.
b. Enter the SNMP authentication fields according to the selected protocol.

ok~ 0D

On Windows Services screemake sure to disable the windows SNMP services in ce
is in running sta.
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3.5

~

Ol AYy3 dzLJ F YR wSaild2NAy3I (GKS |
Settings

¢CKS FLILX AOFGA2Y LINPGARSA | ljdzAOl FyR Srae gleé ;:
to perform a backup before making any major changes, when the applicafiamctsoning correctly.
Backups provide you with a safety net.

The backup mechanism backs up all your application settings, including architecture, users,
FRYAYAAGNI 62NARZ YR O2yFAIAdzNI GA2yd LGIQA FROAA&LlFOT

The systensupports a backup tool for the Fax Application.
The application automatically makes a backup once a day.
® The application holds backup files for 30 days.
Older backup files are automatically deleted from the application.
¢KS NB&(G2NBletfpr.f S Aa | Wbl ALIQ FA

> > > >

To perform a fax application backup:
1. Access the Backup pagednfiguration>Fax Backup Backup.

Figurel5: Backup
Backup

Backup

Note: the backup files will be saved for 30 days

Backup Mow

Last Backup

2. ClickBackup Now
3.  Click thehere button to download the newly created backup file:

Finished Backup

Successful to backup files and folders.

File name: BACKUP_Sun_31_Jul_22_15_05_38.7ip

Click here to download the file.
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Toperform a Fax Application restore:
1. Access the Restore pagednfiguration>Fax Backup Restorg.
Figurel6: Restore

Step 1: Upload File

The first step involves uploading your latest backup file to the system.
Click the Browse button, locate the file, and then click the Upload File button.
When file upload is complete, you will see the message: The file has been uploaded successfully.

Choose File | Mo file chosen
Upload file

Step 2: Restore

When the file has been uploaded successfully, yvou can perform the restore.
This action restores your system settings to the same wvalues as when the system backup was executed.

Thizs process may take several minutes.
Click here to restore all the system
2. ClickChoose Fil¢o locate your backup file.

3. ClickUpload Fileto upload your backup file.
4.  Clickhereto restare the system.
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4

4.1

411

Managing the Application

This section describes how to manage the application. The navigation tree under the Management
tab enables administrators to easily manage general service settings and application users.
Management menu options inalie:

A System Settings (see Sectibi below)
A FaxIn (Fax to Mail) Settings (see Secti@h
A Fax Out (Mail to Fax ) Settings (see Sectidn

Colored icons displayed in the fields:
& = restart the Email Server after modifying this parameter.

& = restart the Application after modifying this parameter.

Modifying System Settings

This section describes how to modify the System Settings, i.e., General (System) Settings and
Advanced (System) Settings.

Modifying General Settings

To modify General Seitigs:
1. Access the General Settings paljlafagement>System Settings General Settings
Figurel7: General Settings

General Settings

From Email Address fax2mail@audiocodes.com

Attachment name %PH_from%_%PH_to%_%PH_id%

Note: Availsble attachment name place holders:
9P _id%, %PH_from®%, %PH_to%

Add Symbol To Subject (v, X, =) &

Archive rd

Save archive (days) 365

Note: Available attachment name place holders:
95BH % %PH_from%, %PH_to%

Date Format HH:mm da/MMiyyyy v

Send mail when test call failed v

NGKS WCNRBY 9YFIAf ! RRN’3aaQ FASEtRI SyidSNI GKS Syl

Ly GKS W W8QORN¥SYRZIYySY(ISNI GKS yIFYS 2F GKS |
see.

4. {StSO0 GKS WIRR {@&Yo2f ¢2 {dzo02SO0GQ 2LJWiA2Yy F2NJ

server System.
{St SO0 G(KS W! NODKA@GSQ 2LJiA2y ®dingfaie& S deaidSy

Ly GKS W{I @S | NOKA@®S O6RIF2auvQ FAStRX SyiSNI G4KS

archived files.
7. LY W51 4GS C2NX¥YIGQX aSG GKS RIGS F2NXIG 6KAOK
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8. {StSOG W{SYR YI At ¢ KeyemaiSrvhehn thOdeftixitestTalishtieSRQ (2 N&F
seltfax test is performed every few minutes to test the system by sending a fax via an internal
loop.

9. ClickSubmit

4.1.2 Modifying Advanced Settings

To modify Advanced Settings:
1. Access the Advanced Settings padaiiagement> System Settings Advanced Settings
Figurel8: Advanced Settings

2. You can modify the following Advanced Settings:
a. Ly GKS W{I @S o6 O01dz F2ND FASt R SyiSNI (KS
save the fax applicatn backup files.
b. LYy GKS W{I @S t23a FT2NR FAStRI SyiGdSNI G4KS vy
the services logs.
c. Ly GKS Wwdzy Said SOSNEQ FTAStRZ SyiuSNI K2g
perform a sekHtest.
3. To restore default settings, cliékestore default settings
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